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Preparedness & Planning Challenge

High Probability
Low Consequence

High Probability
High Consequence

Low Probability

Event Probability

Low Consequence

Low Probability
High Consequence

Event Consequence

© 3M 2008. All Rights Reserved. m For German Government Use Only




Continuity of Operation of Critical Infrastructure

Transportation Government Services

Critical
Infrastructure

elecommunications
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Safety & Security Planning & Response

= Ports

= Air & Ground Transportation
= Water

= Food Supply

= Shipping

= Electric Power
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Public Buildings
Government Buildings
Sports Complex
Entertainment Centers
Large Events

Persons



Continuity of Government & Business Continuity

®= = Protecting National Critical Infrastructure is becoming a
priority funding area for the emergency preparedness
segment. At the heart of this theme lies the concept of risk
assessment. Risk assessment points to human, physical

and cyber vulnerabilities that can then be protected.
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European Areas of Significance

Security solution

Paid for by

Person access control 1.  Boarding transport (e.g. aireraft, train) — Paid for by transport companies and passed on
within transport fares
Person scanning 2. Clossmg b01 der — Paid for within ransport companies and passed on within transport
fares (air/sea border), or by government from taxation (land bovder)
; 3. Entering protected building or site — Paid for by butlding/site user
Luggage scanning
Vehicle access control 1. Boarding ship/train — Paid for by transport companies and passed on within transport
charges
. . ‘ > A der - Paid for within i . - , e
Goods integrity control 2. Crossing air/sea border - Paid for within transport companies and passed on within
transport fares
— — 3. Crossing land border Paid for by government from raxation
Vehicle/ container/ goods i o . ) o )
4.  Entering protected building or site — Paid for by butlding/site user, but passed on to

scanning

customers by users who are commercial organisations

Perimeter protection

Paid for by building/site user, but passed on to customers by users who are commercial
organisations

Land border surveillance

Paid for by government from taxation

Remote surveillance

1.

Wby

4.

Public area — Paid for by area user, but passed on to customers by users who are
commercial organisations

Public roads - Paid for by government from taxation

Other transport network — Paid for by transport companies and passed on within
transport charges

Energy supply network — Paid for by energy users

O

Water quality checking

Paid for by water companies and passed on in water charges

General intelligence

Paid for by government from taxation

Ship and port protection

Paid for within shipping and port companies/authorities and passed on within mansport
charges

Maritime border protection

Paid for by government from raxation

Airspace protection

Paid for by government from taxation

CBR release detection 1. Public areas - Paid for by users of the area, but passed on to customers by users who are
commercial organisations
2. Public events — Paid for by government but passed on to event organisers and thence to
evenr attendees
EMP protection 1. Equipment - Paid for in equipment costs
2. Networks — Paid for by nenvork owners bur passed on to customers
Data and data network 1. Equipment and network within an organisation/agency - Paid for by that
protection organisation/agency
bl

Network between organisations/agencies — Paid for by arrangement between the
organisations/agencies served
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Areas

Significance

Sector-Specific Agency

Critical Infrastructure/Key
Resources Sector

Department of Agriculture
Department of Health and Human Services2

Department of Defense3

Department of Energy

Department of Health and Human Services

Department of the Interior

Department of the Treasury

Environmental Protection Agency

Department of Homeland Security
Office of Infrastructure Protection

Office of Cyber Security and
Telecommunications

Transportation Security Administration

Transportation Security Administration,
United States Coast Guard>

Immigration and Customs Enforcement,

Federal Protective Setvice
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Agriculture and Food

Defense Industrial Base

Energy+

Public Health and Healthcare

National Monuments and Icons

Banking and Finance

Drinking Water and Water Treatment Systems
Chemical

Commercial Facilities

Dams

Emergency Services

Commercial Nuclear Reactors, Materials,
and Waste

Information Technology
Telecommunications

Postal and Shipping

Transportation Systems®

Government Facilities



Business Continuity

EVENTS

s Hurricanes

s Earthquakes
= Bomb threats
s Tornadoes

= Biological terrorism 0

= Blizzards s Cities Uninhabitable ﬁ

» Floods » Building Unusable 3

s Snowstorms » Internet Disabled a

» Hostage situations  Telecommunication v

» Civil unrest Systems Down S

s Personnel strikes * » Transportation Disrupted q

= Nuclear attack » Power Disruptions

s Air strikes » Key Business Partner

» Guerilla force invasion is Unavailable

» Manmade disasters » Personnel are Lost

= Cyber terrorism » Data Center Destruction .

= Computer viruses @

e Loss of mass o
transportation §

= Power outages o

* Fira E

.. &

... 3
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BUSINESS CONSEQUENCES

BASSETS
NETWORK/S
PECPLE COMPUTERS BUILDINGS TELECOM
Finance
Sales

Manufacturing
Production Planning
Logistics
Research & Development
Technology
Human Resources
Security
Corporate Services

Facilities Managemnt



Govt Emergency Preparedness Responders

Customers Hospitals & bt :
- Responders o Mational :
Freparedness ZuuliE iy Infrastructure USRS E
¥ Health  Civil Defense
Flans
Fublic Health
Events
Accidents

Disasters

Terrorism

Large Event
Mgmt

Maintenance &
Repair
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M Worldwide

All-Hazards



Physical Safety & Security Risk Assessment

. What are your risk scenario of concern?

2. What do you want your Minimum Readiness Level to be for
each risk?

3. What assets (infrastructure or human) do you want to
protect?

4. Which assets have greater vulnerability against each of
your risks?

5. How well do your plans mitigate the risks?
6. What are the gaps?
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Physical Safety & Security Risk Assessment

Dafire

ASSESSIHIENISSGOE

\ 4

Identify & Catalogue
Risk/Threats

Reality

AGNOSTIC ALARMIST

A 4

Identify & Catalogue
Critical Assets

A 4

Assess
Vulnerabilities =
Identify Gaps

A 4

Proooss 31y
Sollyiions

<

»

Identify National Issues/Needs:
National decisions on protocols
Based on the best clinical evidence (not selective)
Calibrating expectations (social contract)
Quantitative & data driven
Holistic & Practical
Human Factors

Solution proportional to threat and risk
System integration and interoperability




Surge Capacity Simulation

|| Demographic Based
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Asset Based

Katrina destroyed
275,000 homes  “*°

Katrina wrecked nearly ten
times as many homes as
Andrew = 28,000 in 1982
- which it took more than a
decade to rebuild,

p— L0
-

Total number of housing units
|| Lessthan 1,000 [77]1,000t0 1,499 [l 1,500 01,999
B zo00t0 2499 [ 2,500 or more

SOURCES: US. Dapanment of Commarod; EConomics and Stalistics AP
Admenistrabon: U S Census Bureay




3M Surge Capacity
Demand Planner

for Personal Protective Equipment

3M Emergency Preparedness & Response

3M Risk Assessment

Hazard & Threat Vulnerability

3M Emergency Preparedness & Response

& 3m Worldwide

3M Business Continuity

Surge Capacity Demand Planner
for Personal Protective Equipment

3M Emergency Preparedness & Response

Govem);;e:t:k“s @ m worldWide
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Live Simulations

== = Detailed:
» Pandemic Influenza Across Entire country

= Highlights:

= Chemical Plant

= Underground Transit Station
= Airport
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Serving Government Needs Worldwide

We aspire to have Governments recognize 3M as a strategic partner and
solution provider assisting them in fulfilling their promise of better nationa
infrastructure, health, safety, security, and defense to their citizens.




